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Privacy problem with AI?

ÅArtificial Intelligence: uses (ML) machine learning algorithms to make useful predictions

ÅInput: your data

ÅOutput: some recommendation, decision, or classification

ÅPrivacy problem: you have to input your data in order to get the valuable prediction!
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New mathematical tool:

Protect privacy and security of your data through encryption

Need encryption which you can compute on:

Homomorphic Encryption!



Protecting Data via Encryption: 
Homomorphic Encryption

1. Put your gold in a locked box. 
2. Keep the key.
3. Let your jeweler work on it through a glove box.
4. Unlock the box when the jeweler is done!



Homomorphic Encryption
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Homomorphic Encryption (HE)

ÅComputation on encrypted data without decrypting it!

Å2009: Considered impractical

Å2011: Surprise breakthrough at Microsoft Research 
[BV11] [LNV 11]

ÅPractical encoding: 4 orders of magnitude speed-up

Å2016: CryptoNetsevaluates neural net predictions on 
encrypted data!

6



High-level Idea
ÅEncryption:
ü9ƴŎǊȅǇǘƛƻƴ ŀŘŘǎ ƴƻƛǎŜ ǘƻ ŀ άǎŜŎǊŜǘέ ƛƴƴŜǊ ǇǊƻŘǳŎǘ

üDecryption subtracts the secret inner product and the noise becomes easy to cancel

ÅHard Problem:
üIŀǊŘ ǇǊƻōƭŜƳ ƛǎ ǘƻ άŘŜŎƻŘŜέ ƴƻƛǎȅ ǾŜŎǘƻǊǎ

üIf you have a short basis, it is easy to decompose vectors

ÅHomomorphic property:
üLattice vectors Ą coefficients of polynomials

üPolynomials can be added and multiplied



SEAL

ÅSimple Encrypted Arithmetic Library (SEAL)

ÅPublic release by Microsoft Research in 2015

ÅWidely adopted by teamsworldwide 

ÅOSS release of Microsoft SEAL 2018

ÅStandardization of HE: 

ÅNovember 2018

http://sealcrypto.org

SEAL Team: KL, Kim Laine, Hao Chen, Wei Dai, Radames Cruz Moreno, 
YongsooSong, Ran Gilad-Bachrach, Shabnam Erfani, Sreekanth 
Kannepalli, Hamed Khanpour.  Plus many internsê
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Standardization: HomomorphicEncryption.org

Ç Applications in regulated industries require standardization

Ç Standardization creates trust

Ç Open standards highly preferred in cryptography

Ç MSR launched in 2017

Ç Four workshops: Microsoft, MIT, U Toronto, Intel

Ç HES 1.0 Standard, November 2018 

Ç Royal Society (PET) Report 2019


